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ABSTRACT 


In military operations, covertness of operation is of paramount importance. 
The transmission power of the data link must be kept to the minimum to maintain a 
low probability of detection (LPD) from the adversary. However, a reduction in the 
transmitted power implies a reduction in the operating range, though the detection 
range by the enemy is also reduced. Therefore, to reduce the enemy’s detection 
range while maintaining operating distance, this thesis explores strategies to 
discriminate gain against an adversary’s sensor. The strategies involve using 
processing gain, directional antennas, polarization and the natural environment as 
a transmission shield. 

The processing gain strategy analyzed in this thesis uses a diversity 
technique called Maximal Ratio Combining (MRC) applied to an IEEE 802.16a link. 
Sinclair D. Smith carried out a study on the possible processing gain derivable 
from this technique and this thesis will bring his results to practical applications via 
link analyses. 

In the event that the link is detected and the enemy decides to carry out 
jamming, the thesis explores a possible anti-jamming (AJ) strategy by using MRC 
and a directional antenna. Daniel P. Zastrow carried out a study on the AJ 
capability of MRC and this thesis brings his results to practical applications via link 
analyses. 
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EXECUTIVE SUMMARY 


IEEE 802.16a is a broadband wireless access protocol in the 2 to 11 
gigahertz (GHz) band of the electromagnetic spectrum. Equipment that conforms 
to the standard promises up to 40 km long-range performance. Its high bandwidth 
and long-range capability makes it very attractive for military application like long- 
range wireless backbone capability for forward-deployed forces. However, as in all 
military applications, covertness in operation and the anti-jamming (AJ) capability 
of the link are critical considerations. This thesis explores and evaluates strategies 
to employ an IEEE 802.16a link with low probability of detection (LPD) and AJ 
capability. 

One unique methodology, called Maximal Ratio Combining (MRC), was 
adopted as part of the strategy in achieving LPD and AJ capability. This method 
provides a form of processing gain, but compromises on the transmission 
bandwidth. Nonetheless, it is a conformable diversity technique that can be easily 
applied to existing orthogonal frequency division multiplexing (OFDM) systems with 
little effort. 

The strategy adopted to achieve LPD was based on the concept of 
discriminating as much gain as possible against an adversary’s sensor. The 
additional gain for the intended receiver can then be translated into additional 
operating distance compared with the distance of detection by the sensor. The 
strategy adopted includes application of MRC methodology, directional antennas, 
polarization and using the natural environment as a transmission shield. 

In order to evaluate the effectiveness of the strategy, LPD was rated at 
three levels: Poor, Fair and Good. This is in accordance with the ability to put the 
adversary’s sensor detection range from the base station (BS) within visual range 
of the friendly forces. Then, countermeasures can be adopted to maintain covert 
operations while the operating transceivers work at a maximum specified range. 
The visual range used was 3 kilometers (km) and the RedMax AN-100U 

xiii 



transceiver’s maximum point-to-point (PTP) transmission range is 40 km. When 
MRC was applied alone as a strategy, the processing gain was found to be 
insufficient to allow a 40 km operating range while maintaining a detection range 
by the adversary’s sensor at 3 km, regardless of MRC used. If the operating range 
was 40 km, then the corresponding adversary’s sensor detection range would be 
30 km for an MRC of 24 in a reasonably obstructed environment of path loss 
exponent n = 4. In an effort to reduce the detection range of the adversary’s sensor 
further, a directional antenna that has a side lobe level ( SLL ) of not more than -18 
decibels (dB) was used in the analysis. The results indicated a significant decrease 
in the adversary’s sensor detection range, but the reduction was still insufficient to 
provide a 3 km detection range while operating at 40 km regardless of MRC used. 
With the aid of polarization and shielding from the natural environment, if the 
operating range was 40 km, the achievable adversary’s sensor detection range 
was 7.32 km for an MRC of 24 in a reasonably obstructed environment of path loss 
exponent n = 4. In an effort to limit the adversary’s sensor detection range to 3 km, 
a reduction in transmission power was necessary. A reduction in transmission 
power implies a reduction in operating range. Nonetheless, for MRC of 24 in an 
environment of n = 4, the operating range was 16.4 km after -15.5 dB reduction in 
transmission power from the BS. 

The strategy adopted to achieve AJ capability was similarly based on the 
concept of discriminating as much gain as possible against an adversary’s sensor. 
The objective of gain discrimination is also to reduce the distance between the 
jammer and the BS before jamming becomes effective. The strategy evaluated in 
this thesis proposes to modify the IEEE 802.16a SS transmission setup with a 
power amplifier, the application of an MRC methodology and utilization of a 
directional antenna. 

A similar approach was adopted in evaluating the effectiveness of the 
strategy. The AJ capability was quantified into three levels: Poor, Fair and Good, in 
accordance with the distance at which jamming is most effective. The nearer the 
distance to the BS, the poorer the AJ capability. The results indicated that on 



average, in an operating environment with path loss exponent equal to 4, 
assuming a 100 sub-carriers are interfered and repetition code of 24 is used, the 
jammer is able to jam the BS at a distance more than three times the operating 
range. However, when a directional antenna is applied, the effectiveness of the 
jammer is reduced. Nonetheless, the results still indicated that MRC 12 and 24 
provided “Poor” AJ capability and hence should not be considered for AJ purposes. 
MRC 48 and above provided “Fair” AJ capability. This implies that an adversary’s 
jamming distance is less than the operating range of the friendly troops, but covers 
more than half of the friendly troops operating range. The results also indicated 
that MRC 48 is a better option for AJ capability since the improvement is small for 
MRC 92 and 192, which compromise significantly on the bandwidth. Though the 
AJ capability for MRC 48 and above were considered to be “Fair,” it must be 
highlighted that the previous study indicated that IEEE 802.16a is very susceptible 
to being jammed without the application of MRC. Hence, this improvement is 
reasonable and acceptable. 

It is believed that the results can be improved further if MRC is coupled with 
a multiple receiver antenna OFDM system. Hence, it was recommended for future 
study. At the same time, it was also recommended to proceed with the validation of 
the theoretical results established in this thesis through actual testing. 
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I. INTRODUCTION 


A. BACKGROUND 

IEEE 802.16a is a wireless broadband standard that utilizes Orthogonal 
Frequency Division Multiplexing (OFDM) to provide high-bandwidth transmission 
via orthogonal sub-channels. The high bandwidth is used commercially to 
provide multiple access to users, especially in metropolitan areas; hence, IEEE 
802.16a is also known as Wireless Metropolitan Area Network (WiMAN). 

In military operations, where covertness of operation is of paramount 
importance, the transmission power of the data link must be kept to a minimum to 
maintain low probability of detection (LPD) from the enemy. Flowever, limiting 
transmission power will result in a higher probability of bit errors, which implies 
that the data link will be less reliable. 

Due to the probabilistic decay and multi-path fading effect of the signal 
strength in the environment, the reliability of the data link can be enhanced by 
transmission duplication. One method of transmission duplication is duplicating 
data in orthogonal sub-channels and combining it later at the receiver. This 
method is called Maximal Ratio Combining (MRC). 

Two previous theses have investigated the performance of MRC 
methodology on the sub-carriers in the IEEE 802.16a. The first thesis, by Sinclair 
D. Smith [1], evaluated the performance of IEEE 802.16a with MRC in a normal 
operating environment. Fie concluded that MRC can provide a very low operating 
signal-to-noise ratio (SNR). The second thesis, by Daniel P. Zastrow [2], 
concluded that MRC can also provide IEEE 802.16a with anti-jamming (AJ) 
capability in a partial-band jamming environment. 

In this thesis, the findings of both Sinclair D. Smith and Daniel P. Zastrow 
will be reviewed. After which, the results from both studies will be used in 
practical applications via link analyses to explore conditions under which IEEE 
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802.16a can operate without being detected by an adversary’s sensor. In the 
event that the link is detected and the enemy decides to carry out jamming, this 
thesis plans to explore the resilience of IEEE 802.16a to overcome the jamming 
when MRC methodology is applied. 

B. OBJECTIVE 

This thesis aims to extend the analyses carried out by Sinclair D. Smith 
and Daniel P. Zastrow to investigate further on the performance characteristics of 
IEEE 802.16a when coupled with MRC methodology. It will take into 
consideration two scenarios that are important for military applications: LPD and 
jamming. Through the two scenarios, the parameters needed to maintain a 
reasonable data link (i.e., a probability of bit error (P b ) of 10 3 ) will be established. 

C. RELATED WORK 

1. Maximal Ratio Combining 

MRC is a methodology that utilizes general diversity combining, where 
multiple replicas of the same information-bearing signals received over different 
diversity sub-carriers are coherently combined to maximize the instantaneous 
signal-to-noise ratio (SNR) at the combiner output as defined in [3]. It is a 
conformable diversity technique that can be easily be applied to existing OFDM 
systems with little effort as claimed in [4], 

In Zastrow’s and Smith’s theses, the MRC is applied at the sub-carrier 
level. Using the 192 orthogonal data sub-carriers available in IEEE 802.16a, the 
performance of MRC was evaluated when information data are replicated over 
48, 96 and 192 channels. The simulated data in both theses indicated significant 
improvement over a data link without MRC in both normal and jamming 
environments. However, the improvement in the reliability of the data link comes 
at the cost of bandwidth. 
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When MRC is not applied, or when information bits is not replicated, at 
say ti, you will have 192 information bits (I). This is illustrated in Figure 1. 


Sub-Channel 1 

1 

1 

Sub-Channel 2 

1 

2 

Sub-Channel 3 

I3 

Sub-Channel 192 

1 

192 


i 

L 



at ti 


Figure 1. Information bits with no MRC or MRC 1. 


In the event that information bits are replicated over 48, 96 and 192 
channels, the amount of information over the 192 data sub-carriers would have 
been reduced. This is illustrated in Figure 2, 3 and 4 respectively. 
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Figure 2. Information bits with MRC 48. 
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From the illustrations in Figure 2, 3 and 4, the bandwidth reduction can be 
denoted by the following equation: 

BW = — rw (1) 

1 Jrr MRC=ii UVy MRC=\ 

n 

Therefore, the reduction in bandwidth can be expressed as 

1 

Reduction in bandwidth = (j— )00% (2) 

n 

For the 192 data sub-carrier used in Smith’s and Zastrow’s analyses, the 
reduction in bandwidth for MRC 1, 6, 12, 24, 48, 96 and 192 for a transmission 
bit rate of 24 megabits per second (Mbps) (at MRC 1) for a 16 quadrature 
amplitude modulation (16-QAM) is as tabulated in Table 1. 
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MRC 

Bandwidth 
Reduction (%) 

Effective 

Bit rate (Mbps) 

1 

0 

24 

6 

83.3 

4 

12 

91.7 

2 

24 

95.8 

1 

48 

97.9 

0.500 

96 

99.0 

0.250 

192 

99.5 

0.125 


Table 1. Bandwidth reduction for MRC application. 


As can be seen from Table 1, the application of MRC compromises on the 
bandwidth significantly and hence may no longer be suitable for certain 
applications. The data rate requirements for the different applications like text, 
control, audio and video are shown in Table 2 extracted from [5]. 


Type 

Latency (ms) 

Bandwidth (kbps) 

Streaming 

Text 

< 100ms 

64 

No 

Control 

< 30ms 

64 

No 

Audio 

< 30ms 

128 per user 

Yes 

Video 

< 100ms 

5000 per user 

Yes 


Table 2. Data bandwidth requirements. 


Therefore, the applications suitable for the different levels of MRC are as 
summarized in Table 3. 
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MRC 

Text 

>64kbps 

Control 

>64kbps 

Audio 

>128kbps 

Video 

>5MHz 

1 

«/ 

V 

V 


6 

V 

V 

V 


12 

V 

V 

V 


24 

V 

V 

V 


48 

V 

V 

V 


96 

V 

V 

V 


192 

V 

</ 




Table 3. Application with different MRC. 


From Table 3, it can be seen that by applying MRC, regardless of 
repetition code used, the capability of data streaming would be lost, while audio 
transmission capability would be lost in the event that 192 repetition code is used 
during MRC application. Nonetheless, this trade-off provides better link reliability 
and AJ capability in accordance with the results established by Smith and 
Zastrow and hence should be used wisely. 

2. MRC Applied on Different Modulation Techniques in IEEE 
802.16a 

In the thesis titled “Performance analysis of embedded 802.16A”, by Smith 
[1], the application of MRC 28, 96 and 192 was explored with the three different 
modulation techniques used in IEEE 802.16a. The three modulation techniques 
involved were quadrature phase shift keying (QPSK), 16 quadrature amplitude 
modulation (16-QAM) and 64 quadrature amplitude modulation (64-QAM). It was 
discovered that for modulations that provides higher data rates, like 64-QAM, the 
MRC methodology was less effective as claimed in [1], in that there was less 
gain attained per reduction in data rate, when compared with modulation 
techniques like QPSK and 16-QAM, which have data rates of 12 Mbps and 24 
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Mbps respectively. Since MRC compromises extensively on data bandwidth, 
using a lower bandwidth modulation technique like QPSK may limit further the 
usable bandwidth and impair critical operation. Therefore, 16-QAM would be a 
more feasible option. This thesis will explore further the effect of using 16-QAM 
to achieve LPD and AJ capabilities. 

3. MRC in Jamming Environment 

In [2], analyses on IEEE 802.16a modified with repetition coding of 48, 96 
and 192 times, were carried out against a partial to full band jamming 
environment. The analyses were carried out with Additive White Gaussian Noise 
(AWGN). A 20 decibel (dB) signal-to-noise ratio (SNR) was assumed in all 
jamming analyses in Zastrow’s thesis. 

The jamming analysis was carried out based on 1/8, 1/4, and 1/2 of the 
total non-null sub-carriers (there are 200 non-null subcarriers in his analysis) for 
normal transmission and transmission with MRC application at a data rate of 54 
Mbps and 12 Mbps. The results indicated that when MRC methodology was 
more extensively used, or repetition code was increased further, the link 
performance improved as predicted. Nonetheless, a 54 Mpbs transmission was 
poorer in reliability, compared to a 12 Mbps transmission with the same repetition 
code, though it provided higher data rates. In the application of MRC with 
repetition code of 48 times, there was a gain of 18 dB for the 54 Mbps IEEE 
802.16a. When applied to 12 Mbps, only a 4 dB improvement was observed. The 
repetition code was increased to duplicate data over 192 sub-channels and it 
was discovered that MRC 48 was most effective as it provided the largest 
performance gain per reduction in data rate. 

D. THESIS OUTLINE 

In the current chapter (Chapter I), we have established the necessity to 
develop strategies to adapt IEEE 802.16a to military applications such that LPD 
and AJ capability can be attained. A brief introduction was also given on MRC 
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methodology and the results of its application on different modulation techniques 
in IEEE 802.16a and in jamming environment were also discussed. The 
remainder of this thesis will focus on developing these strategies. 

Chapter II will focus on developing strategies to attain LPD capability while 
using IEEE 802.16a. It will define LPD and derive theoretical equations from 
which the LPD strategy can be rated either Good, Fair or Poor. The strategies 
adopted and rated in this chapter include using MRC, directional antennas, 
polarization, shielding from natural environment and, finally, power reduction. 

Chapter III will focus on developing strategies to attain AJ capability while 
using IEEE 802.16a. It will first define the AJ capability and derive theoretical 
equations from which the AJ strategy can be rated either Good, Fair or Poor. The 
strategies adopted and rated in this chapter include modification to IEEE 802.16a 
transceivers, using MRC and directional antennas. 

Chapter IV will conclude the thesis with a summary of the findings and 
make recommendations for future works. 
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II. STRATEGIES FOR LOW PROBABILITY OF DETECTION 
OPERATION OF IEEE 802.16A 


A. DEFINING LOW PROBABILITY OF DETECTION (LPD) 

LPD, also known as low probability of intercept (LPI), can be achieved 
mainly by either transmitting at lower average power or by discriminating possible 
gains against an adversary’s sensor. In spread-spectrum methodology, LPD is 
achieved by “spreading” the transmission power of a particular bandwidth over a 
wider bandwidth such that the average transmitted power is equal to or below the 
noise floor, thus obtaining LPD. In this thesis, LPD is achieved through gain 
discrimination against an adversary’s sensor. This is done by applying MRC, 
which is a processing gain, coupled with directivity of transmission via application 
of a directional antenna, polarization and possible coverage provided by the 
environment of operation. In this methodology, bandwidth is compromised to 
provide additional gain to intended receivers. 

The term “low probability of detection” is a very general term with no 
quantitative reference. Without a quantitative reference, it is difficult to determine 
the extent to which MRC should be applied. An excessive application will incur 
unnecessary reduction of precious bandwidth. It is necessary to quantify and 
define LPD for this study so as to not compromise excessively on bandwidth.. 

In [6], LPD has been quantified through the usage of “detectability 
distance.” Similarly, in this thesis, the additional distance possible for the 
intended receiver, assuming both the adversary’s sensor and friendly receivers 
have identical hardware, will be explored. The adversary’s sensor is assumed to 
be mounted on an unmanned aerial vehicle (UAV). 

From [7], it is suggested that a UAV can be detected by a ground observer 
with the naked eye at an approximate distance of 3 km with the assumption of 
favorable weather. While a RedMax Base Station AN-100U system, specification 
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stated in [8], is capable of operating at a range of 40 km with line-of-sight (LOS) 
point-to-point (PTP) communication and 20 km with point-to-multipoint (PMP) 
communication. 

In this thesis, only PTP IEEE 802.16a communication will be considered. It 
is proposed that LPD be defined under three levels: Poor, Fair and Good. Good 
LPD capability indicates that the normal operating range of a friendly receiver 
(d rx ) at 40 km can be carried out with the possibility of detection from an 
adversary’s sensor only at 3 km or less from the base station, d sensor < 3km . 

While Poor LPD capability indicates that the operating range of a PTP 
transmission would have to be reduced to a PMP range of 20 km, via 
transmission power attenuation, such that the detection range of the adversary’s 
sensor remains 3 km or less from the BS. Fair is anything between Good LPD 
and Poor LPD. Table 4 summarizes LPD definitions in terms of the ratio 

drx / dsensor- 



d 

rx 

LPD level 

d 

sensor 


From 

To 

Poor 

0 

6.69 

Fair 

6.70 

13.29 

Good 

13.30 

00 


Table 4. LPD definition. 
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B. THEORETICAL STRATEGIES TO MAINTAIN LPD 


As mentioned earlier, this thesis aims to maintain LPD via gain 
discrimination against an adversary’s sensor. This could be carried out via the 
application of MRC methodology, the deployment of a directional antenna, 
polarization selection and transmission shielding by the natural environment like 
the canopies of trees. 


The path loss of any transmission can be expressed using a log-distance 
path loss model from [9] as follows; 


PL(d) dB = P p (d 0 ) +1 On log 


f 

v 


d 


d 


o J 


(3) 


where PL(d a ) is the path loss in free space based on a reference distance d 0 , n is 
the path loss exponent and d is the distance of interest. 

The free space path loss at reference distance d 0 , PL(d 0 ), is a function of 
transmission gain G t , receiving gain G r and wavelength A. This is expressed in 
[9] as 


PL(d a ) dB 


-lOlog 


f G. G.X 1 A 


i 4 ^d a y 


(4) 


Path loss exponent n depends on the specific propagation environment. It 
can range from 2 to 6. Table 5 correlates the environment to the n values. 
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Environment 

n values 

Free Space 

2 

Urban area 

2.7 to 3.5 

Shadowed urban area 

3 to 5 

In building line-of-sight 

1.6 to 1.8 

Obstructed in building 

4 to 6 

Obstructed in factories 

2 to 3 


Table 5. Environment and its path loss exponent n values from [9], 


From [9], d 0 is often allocated 1 km for large coverage cellular systems, 
whereas in microcellular systems, much smaller distances (such as 100 m or 1 
m) are used. The reference distance used should always be in the far field of the 
antenna so that the near-field does not alter the reference path. The far-field 
distance d f can be computed from 


D is the maximum physical dimension of the antenna in use. 

As the transmitted power is attenuated by the environment, the received 
power by the intended receiver, P rx , can be denoted in equation (6). 

P rx (/ ) [dBm] = P BS [dBm] -PL^ </ ) [dB] (6) 

Pbs is the transmitted power from the base station (BS) in dBm while PL rx (d)[6B] 
is the path loss in dB from the perspective of intended receiver to BS. From 
equation (3), it should be highlighted that PL«(d)[dB] only takes into account 
antenna gains of the intended receiver and BS. Since LPD in this thesis is 
achieved through gain discrimination against an adversary’s sensor, and gain 
discrimination involves not only a directional antenna, but involves processing 
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gain, polarization “gain” and gain by shielding from the natural environment. It 
should be clarified that polarization and natural environment shielding are 
induced losses on the adversary’s sensor propagation path and therefore can be 
seen as relative “gain” from the intended receiver’s perspective. For now, 
G a 4dB] will be added to equation (6) to encompass the relative gain advantage 
the intended receiver has over the adversary’s sensor, less the antenna gain. 
This is expressed as 

P* (/ ) [dBm] = P ss [dBm] - PL^ Q ) [dB] + G arf JdB] (7) 

Similarly, the received power by adversary’s sensor P se nsor can be 
expressed as 

Psensor V ) [dBm] = P flS [dBm] - PL sensor 0 ) [dB] (8) 

The minimum distance d se nsor for detection by the adversary’s sensor and 
the maximum operating distance between the transmitting BS and a receiving 
subscriber station (SS), say d rx , and their respective received powers are 
illustrated in Figure 5. 
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Equating the received power P rx at distance d rx from the intended 
receiver’s perspective to be equal to received power P sen sor at a distance d senS or 
from the adversary’s sensor, gives 

PL rx (4 ) [dB ]-PL sensor p sensor ) [dB] = G adv [6B\ (9) 


Pbs from equation (7) and (8) cancels out since the transmitted power of the BS 
is the same from both the adversary’s sensor and the intended receiver’s 
perspectives. 

By substituting equation (3) into equation (9) 


f 

f d Y 

\ 

r 

f d Y) 

PLrx do ) [dB] +10/7 log 

^ rx 

- 

PLsensor do ) [dB] + 1 0/7log 

sensor 

r! 

V 

V OO / 

/ 

V 

V U o )) 


e^[dB](io) 


Rearranging equation (10) gives 



f 

( d Yl 

]) + 

10/7 log 

d rx 

/V 


V 

V u sensor J y 


= G adv [ dB] (11) 


The term [PU Q 0 ) [dB \-PL sensor Q Q ) [dB]j is the difference in path loss 


between the intended receiver and the adversary’s sensor. Substituting equation 
(4) into the term gives 


PLrx do ) [dB] -PLsensor do ) [dB] = -10log 

= 10 log 


f G rx G BS ^ 


(And 0 ) 2 


+ 10log 


f ✓"» ✓"» o 2 ^ 

^ sensor^BS sensor ^ 


(And 0 ) 2 


( 12 ) 


^sensor^BS _sensor 

G rx G BS rx 


where G se nsor and G rx are receive antenna gains of the adversary’s sensor and 
the intended receiver respectively. Also, Ges_sensor and Gss_rx are the BS transmit 
antenna gains from the perspective of the adversary’s sensor and the intended 
receiver respectively. As can be seen in equation (12), the difference in path 
losses between the intended receiver and the adversary’s sensor is a factor of 
the antenna gain parameters of both the BS and the adversary’s sensor. This will 
be elaborated upon further in a later section. For now, the term 

(PLrx do ) [dB \- PLsensor do ) [dB])will be simply expressed as 
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PLrx y o ) [dB ]~ PLsensor Q 0 ) [dB] = A[dB] 


(13) 


Substituting equation (13) into equation (11) and simplifying gives 


= 10 


G a dv [dB]-A[dB] 
10/7 


( 14 ) 


C. MRC GAIN G MRC 

The application of MRC will increase the probability of detection of the 
intended receiver through processing gain. In this section we will use the results 
of MRC application on 16-QAM to compute its effectiveness on achieving LPD by 
itself. 

Figure 6 shows the required bit energy-to-noise density ratio ( Eb/N 0 ) 
corresponding to the achievable bit error rate (BER). The sensitivity specification 
of most receivers are based on a BER of 10 3 , which is sufficient for the receiver 
to retrieve the data. 
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Figure 6. Eb/N 0 required for 16-QAM for different MRC using results from [1], 


From the data in Figure 6, the MRC processing gain, Gmrc[ dB], for various 
MRC can be attained via the equation 


'MRCi 


[dB] = 


( E A 

^ b 

N 

V O J MRC\ 


[dB] 


( E A 

^ b 

N 

V o J MRCi 


[dB] 


(15) 


where i equals 6, 12, 24, 48, 96 or 192 and ( Eb/N 0 )MRci is the bit energy-to-noise 
density ratio required for the corresponding MRC to achieve BER of 10‘ 3 . The 
results are tabulated in Table 6. 
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MRC 

Gmrc[ dB] 

6 

1.6 

12 

3.3 

24 

5 

48 

6.7 

96 

8.5 

192 

9.2 


Table 6. Processing gain with MRC. 


Using equation (14), A[dB] is assumed to be 0 dB, meaning 

GsensorGBS_sensor equals G rx G B s_rx, and equating G adv to G M rc, d rx /dsensor can be 

found based on the various MRC repetition codes. The ratio d rx /d S ensor versus 
path loss exponent n was plotted in Figure 7. 



Figure 7. Ratio d rx /d se nsor versus n with various MRC. 
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For a shadowed urban area, where n equals 3 to 5 as documented in 
Table 5, the corresponding d rx /d se nsor are tabulated in Table 7. 



d 

rx 

d 

sensor 

CO 

ii 

c 

'Si¬ 

ll 

C 

n = 5 

MRC 6 

1.13 

1.10 

1.08 

MRC 12 

1.29 

1.21 

1.16 

MRC 24 

1.47 

1.33 

1.26 

MRC 48 

1.67 

1.47 

1.36 

MRC 96 

1.92 

1.63 

1.48 

MRC 192 

2.03 

1.70 

1.53 


Table 7. Ratio d rx /d sen sor for n = 3, 4 and 5 with various MRC. 


In accordance with the established definition of LPD, the LPD capability 
attainable by MRC application alone is “Poor.” This implies that a user of IEEE 
802.16a with MRC application has to operate at a lower power such that the 
transmission from the BS can only be detected if the d sen sor is less than or equal 
to 3 km from the BS. 

For illustration, consider d rx /d se nsor of 1.33 for MRC of 24 and assum a 
reasonable operating environment of n = 4. It can be established that if d rx 
remains at 40 km (maximum PTP operating range of RedMax Base Station AN- 
100U system in [8]), the adversary’s sensor will be able to detect the BS at 
approximately 30 km. This is illustrated in Figure 8. 
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Since the visual detection of a UAV is approximately 3 km, the detection of 
the adversary’s sensor will depend on the forward-deployed troops. Any counter¬ 
measure to remain undetected by the senor would have to be coordinated via the 
forward-deployed troops. Nonetheless, it should be emphasized that the forward- 
deployed troops can only detect the adversary’s sensor if it flies past them. This 
may not be the case unless a significant number of troops are deployed. 
Otherwise the adversary’s sensor may be within d se nsor range without being 
detected. Therefore, BS transmission is considered detectable and hence, a 
“Poor” LPD capability. 

D. MRC IMPLEMENTATION WITH DIRECTIONAL ANTENNA 

In the previous section, d rx /dsensor was derived based on the assumption 
that G se nsorGBs_sensor equals G r xGss_rx■ That was for the purpose of isolating the 
exact contribution that MRC application could provide in achieving LPD. In this 
section, a directional antenna will be used with MRC to achieve improved LPD. 

A typical directional antenna consist of several lobes: a main lobe and a 
series of side lobes. The main lobe is the lobe in the direction of maximum 
radiation. Any lobe other than the main lobe is called a minor lobe. The minor 
lobes are composed of side lobes and back lobes [11]. When a directional 
antenna is used, the transmission gain from the perspective of the adversary’s 
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sensor and the intended receiver are different. The intended receiver will benefit 
from the main lobe gain while the adversary’s sensor has only the side lobe gain. 
Conservatively, it is assumed that the adversary has the gain of the first side 
lobe, which is usually the side lobe with largest gain compared to the other side 
lobes. This is illustrated in Figure 9. 



Side lobes 


^sensor 


Adversary 

sensor 


Main lobe 


Base 

Station 

(BS) 


Intended 

Receiver 

(Rx) 


Figure 9. Transmission gain discrimination against adversary’s sensor. 


A measure of how radiation in a sidelobe compares to the main beam is 
the side lobe level ( SLL ). This is the ratio of the side lobe peak to the main lobe 
peak and is given by 


SZ.Z.[dB] = lOlog 


side lobe 


main lobe 


(16) 


where G S ideiobe is the maximum gain of the side lobe and G ma iniobe is the peak 
gain of main lobe. Alternatively, equation (16) can be expressed as 


SZ.Z.[dB] = G sidehbe [ dB] - G mginlobe [ dB] 


(17) 
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Using equation (12), and assuming that the antenna gain of both the 
intended receiver and the adversary’s sensor are comparable (G rx = G se nsor), 
equation (12) becomes 


PLrx ) [d B] - PLsensor Q 0 ) [d B] = 10 log 


^ BS _ sensor 

V ^ BS — rx J 


(18) 


Here, Gss_sensor equals the side lobe gain of BS antenna, while Ges_™ equals 
main lobe gain of BS antenna. Therefore, equation (18) can also be expressed 
as 


PLrx ) [dB] - PL sensor ) [d B] - G s/de/obe [c/B ] - G majnlobe [d B] (19) 


Therefore, substituting equation (13) and equation (17) into equation (19), 
A[dB] is equal to SLL[dB] as shown 


A[dB] = SLL[dB] = G sidelobe [ dB] - G mainlobe [ dB] (20) 


The analysis on A[dB] will be carried out based on European Standard 
(Telecommunication Series) ETSI EN 302 085 vl.1.1. This document defines 
requirements for antennas used in conjunction with PMP systems necessary to 
facilitate frequency co-ordination between services in the frequency bands of 3 
gigahertz (GHz) to 11 GHz. The frequency band is divided into range 1 (3 GHz to 
5.9 GHz), range 2 (5.9 GHz to 8.5 GHz) and range 3 (8.5 GHz to 11 GHz). For 
each range, the radiation pattern envelope (RPE) of the subscriber station (SS) 
antennas are classified into five different classes called Terminal Station (TS) 
classes 1 to 5. The BS uses sector antennas to achieve a PMP communication 
link. 

In this thesis, to achieve PTP communication instead of a PMP 
communication link, both the BS and SS will adopt the TS-class antennas for the 
analysis. 
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The maximum side lobe gain requirements for TS-class antennas for 
different frequency ranges can be summarized in Table 8 as follows: 


Range 1 (3 GHz to 5.9 GH 

lz) 

Class 

Angle (deg) 

SLL[dB] 

TS1 

90 

-10 

TS2 

30 

-10 

TS3 

20 

-12 

TS4 

30 

-17 

TS5 

30 

-17 

Range 2 (5.9 GHz to 8.5 GHz) 

TS1 

22 

-12 

TS2 

20 

-20 

TS3 

22 

-18 

Range 3 (8.5 GHz to 11 GHz) 

TS1 

15 

-13 

TS2 

15 

-20 

TS3 

15 

-13 


Table 8. Maximum allowable side lobe gain of ETSI EN 302 085 vl .1.1 [12]. 


In a LPD application, it is preferred to have high directivity and at the same 
time low side lobe gain. Therefore, the three most suitable antennas are 
antennas operating in the frequency band of range 2 qualified to TS2 or TS3, or 
frequency band of range 3 and qualified to TS2. 

In the analyses of this section, a conservative assumption that the BS 
antenna has a SLL[dB] or A[dB] of -18 dB, which correspond to an antenna 
operating in frequency band 2 and qualifies as class TS3 in accordance to the 
ETSI standard, is made. It should be noted that in actual military applications, 
better SLL[dB] antennas could easily be used to achieve better results. Coupling 
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SLL[dB] of the directional antenna with a Gmrc for various MRC, the relative gain 
advantage that the intended receiver has over the adversary sensor is tabulated 
in Table 9. 


MRC 

GmrcI dB7 

A [dB] 

Gain advantage over 

adversary’s sensor [dB] 

G^[dB]-A[dB] 

6 

1.6 

-18 

19.6 

12 

3.3 

-18 

21.3 

24 

5 

-18 

23 

48 

6.7 

-18 

24.7 

96 

8.5 

-18 

26.5 

192 

9.2 

-18 

27.2 


Table 9. Gain advantage applying MRC and directional antenna qualified to 
TS3 for frequency band 2 (5.9 GHz to 8.5 GHz). 

Using equation (14), and considering the gain advantage due to both MRC 
and directional antenna applications, d r x/d se nsor versus path loss exponent n was 
plotted in Figure 10. 
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Figure 10. Ratio d rx /dsensor versus path loss exponent n using MRC and range 2 

TS3 qualified directional antenna. 

For a shadowed urban area, where n equals 3 to 5 as defined in Table 5, 
the corresponding d rx /dsensor results when using MRC and a directional antenna 
are tabulated in Table 10. 
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d rx 

d 

sensor 

n = 3 

n = 4 

n = 5 

MRC 6 

4.5 

3.09 

2.47 

MRC 12 

5.13 

3.41 

2.67 

MRC 24 

5.84 

3.76 

2.88 

MRC 48 

6.66 

4.15 

3.12 

MRC 96 

7.64 

4.60 

3.39 

MRC 192 

8.07 

4.79 

3.50 


Table 10. Ratio d rx /d S ensor for various MRC and range 2 TS3 qualified antenna 

at n = 3, 4 and 5. 

In accordance with the LPD capability established earlier, the majority of 
the results in Table 10 indicated that the strategy of applying MRC and 
directional antennas still provide “Poor” LPD capability. 

For illustration, consider d rx /d se nsor of 3.76 for MRC of 24 and n = 4. It can 
be established that if d rx remains at 40 km, the adversary’s sensor will be able to 
detect the BS at approximately 10.6 km. This is illustrated in Figure 11. 



Figure 11. Illustration of MRC 24 and range 2 class TS3 directional antenna 

application in environment of n = 4. 
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As shown in Figure 11, the adversary’s sensor has to fly much closer to 
the BS before it can detect the transmission of the BS compared with the 
previous strategy of applying MRC alone. Though this implies that the 
adversary's sensor has to fly well within the friendly forces’ front line, it is still 
possible for the adversary’s UAV sensor to sneak within the d se nsor range without 
being detected by ground observers due to its small cross-sectional area and low 
flight profile. To maintain LPD, the transmission power must be reduced such 
that the maximum d rx is approximately 11.3 km. The amount of attenuation 
necessary will be discussed in a later section. 

E. MRC IMPLEMENTATION WITH DIRECTIONAL ANTENNA AND 

POLARIZATION 

The polarization commonly used in WiMax is either vertical or horizontal 
polarization. Assuming that the adversary has no knowledge of the polarization 
used, and due to the space constraint on the UAV, a likely approach is to use a 
circular polarized antenna. This will result in a mismatch between the 
transmission wave and the adversary’s sensor. The possible attenuation due to 
the mismatch is as shown in Figure 12. 
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Table 2. Polarization Mismatch between a Linearly and C ircularly Polarized Wave as a 
Function of the Circularly Polarized Wave’s Axial Ratio. 


Axial Ratio 

Minimum Polarization 

Loss (dB) • 

Maximum Polarization 

Loss (dB) •• 

0.00 

3.01 

3.01 

0.25 

2.89 

3.14 

0.50 

2.77 

3.27 

0.75 

2.65 

3.40 

1.00 

2.54 

3.54 

1.50 

2.33 

3.83 

2.00 

2.12 

4.12 

3.00 

1.77 

4.77 

4.00 

1.46 

5.46 

5.00 

1.19 

6.19 

10.00 

0.41 

10.41 


• Minimum polarization loss occurs when the strongest linear field component of the circularly polarized 
wave is identically aligned with the linearly polarized wave. 

• • Maximum polarization loss occurs when the weakest Unear field component of the circularly polarized 
wave is ahgned with the linearly polarized wave. 


Figure 12. Possible attenuation due to mismatch between a linear polarized 
antenna and circular polarized antenna from [13]. 


In a polarization mismatched situation, the polarization loss is dependent 
on the axial ratio. From Figure 12, it can be observed that the polarization loss 
can vary from 0.41 dB to 10.41 dB at an axial ratio of 10. For this analysis, we 
assume that the axial ratio is 0, hence maximum polarization loss equals a 
minimum polarization loss of 3 dB. The gain advantage of the intended receiver 
compared to the adversary’s sensor is now 3 dB more and the consolidated gain 
advantage over the adversary’s sensor is as tabulated in Table 11. 


27 
































MRC 

Gmrc[ dB] 

A[dB] 

Grel_pol[ d B] 

Gain advantage over 

adversary’s sensor [dB] 

^a*[dB] - A[dB] 

6 

1.6 

-18 

3 

22.6 

12 

3.3 

-18 

3 

24.3 

24 

5.0 

-18 

3 

26.0 

48 

6.7 

-18 

3 

27.7 

96 

8.5 

-18 

3 

29.5 

192 

9.2 

-18 

3 

30.2 


Table 11. Consolidated gain advantage over adversary’s sensor with MRC, 
directional antenna and polarization application. 


Using equation (14), and considering MRC, a directional antenna, and 
polarization mismatch, d r x/d sen sor versus path loss exponent n is plotted in Figure 
13. 
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Figure 13. Ratio d rx /dsensor versus path loss exponent n using MRC with range 2 
TS3 qualified directional antenna and polarization. 


For a shadowed urban area, where n equals 3, 4 and 5, the corresponding 
drx/dsensor with MRC, a directional antenna, and polarization mismatch are 
tabulated in Table 12. 
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d rx 

d 

sensor 

77 = 3 

n = 4 

n = 5 

MRC 6 

5.67 

3.67 

2.83 

MRC 12 

6.46 

4.05 

3.06 

MRC 24 

7.36 

4.47 

3.31 

MRC 48 

8.38 

4.93 

3.58 

MRC 96 

9.62 

5.46 

3.89 

MRC 192 

10.15 

5.69 

4.02 


Table 12. Ratio d rx /d sen sor for various MRC and range 2 TS3 qualified antenna 
at n = 3, 4 and 5, in consideration of polarization. 

The majority of the results in Table 12 indicate that the strategy of 
applying MRC, a directional antenna and polarization mismatch still maintains a 
“Poor” LPD capability. 

For illustration purpose, consider d rx /d se nsor of 4.47 and MRC of 24 and 
assume a reasonable operating environment of n = 4. It can be established that if 
d rx remains at 40 km, the adversary’s sensor will be able to detect the BS at 
approximately 8.9 km. 

F. SHIELDING BY NATURAL ENVIRONMENT 

The derivation of d rx /dsensor is based on the log-distance path loss model 
expressed in equation (3). This equation ignores the fact that the surrounding 
environmental clutter may be vastly different at the transmitter’s location and at 
the receiver’s location. In our analysis, there are two receiver locations: the 
intended receiver’s location and adversary’s sensor’s location. When a highly 
directional antenna is used, and the operating frequency is high, such that the 
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wavelength is smaller than the leaves of the surrounding area, a “tree shadowing 
loss” results. This affects the adversary’s sensor via the side lobe while the main 
lobe propagates “underneath” the canopy to the intended receiver without 
experiencing the tree shadowing loss. The rule-of-thumb for attenuation values 
are as shown in Figure 14. 


Rulh-of-Thumb Attenuation Values 


Shadowing Element 

Loss in excess 
of free space 

Brick house exterior 

14.5 

dB 

Wood siding exterior 

8.8 

dB 

Cinderblock wall 

22 

dB 

Subterranean basement loss 

31 

dB 

Interior wall 

4.7 

dB 


Small deciduous tree 

3.5 

dB 



Large deciduous tree 

11 

dB 



Large coniferous tree 

14 

dB 


Close-in house shadowing (1.5m RX height) 

24 

dB 

Close-in house shadowing (5.5m RX height.) 

16 

dB 


Figure 14. Rule of thumb for attenuation values from [14], 

A conservative analysis will use only the attenuation value of a small 
deciduous tree of 3.5 dB. The relative gain advantage due to different 
environment G re i_ e nv of the intended receiver and the adversary’s receiver is 
included into the total gain over the adversary’s sensor as summarized in Table 
13. 
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MRC 

G/wfic[dB] 

A[dB] 

G re/ po/fdB] 

G re i_env[ dB] 

Gain advantage over 

adversary’s sensor 

[dB] 

G^[dB]-A[dB] 

6 

1.6 

-18 

3 

3.5 

26.1 

12 

3.3 

-18 

3 

3.5 

27.8 

24 

5 

-18 

3 

3.5 

29.5 

48 

6.7 

-18 

3 

3.5 

31.2 

96 

8.5 

-18 

3 

3.5 

33.0 

192 

9.2 

-18 

3 

3.5 

33.7 


Table 13. Consolidated gain advantage over adversary’s sensor with MRC, 
directional antenna and polarization application with natural environment 

shielding effect. 


Using equation (14), d rx /d S ensor versus path loss exponent n is plotted in 
Figure 15. 
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Figure 15. Plot of d rx /dsensor versus n when MRC, directional antenna, and 
polarization is applied, in consideration of transmission shielding from 

natural environment. 


The drx/dsensor results are tabulated in Table 14 for n values of 3, 4 and 5 
respectively. 
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d rx 

d 

sensor 

n = 3 

n = 4 

n = 5 

MRC 6 

7.41 

4.49 

3.33 

MRC 12 

8.45 

4.96 

3.60 

MRC 24 

9.62 

5.46 

3.89 

MRC 48 

10.96 

6.03 

4.21 

MRC 96 

12.59 

6.68 

4.57 

MRC 192 

13.28 

6.96 

4.72 


Table 14. Ratio d™/c/ S ensor for various MRC at n = 3, 4 and 5 with directional 
antenna and polarization, taking shielding from environment into 

consideration. 

With the application of MRC, a directional antenna, polarization and, using 
environment as a transmission shield, in an environment of n = 3, the LPD 
capability is “Fair.” Nonetheless, in a more obstructed urban environment, where 
n is above 4 it is observed that the LPD capability still remains “Poor.” 

Using the d rx /d S ensor result of 5.46 for MRC of 24 in an MRC application 
and assuming a reasonable operating environment of n = 4, it can be established 
that if d rx remains at 40 km, the adversary’s sensor will be able to detect the BS 
at approximately 7.32 km. 

Therefore, if covertness is of paramount importance, a reduction of 
transmission power is necessary to reduce the d se nsor to 3 km. 

G. REDUCTION OF BS TRANSMISSION POWER 

It has been established in the previous sections that the gain 
discrimination strategy is insufficient to ensure “Good” LPD capability. If 
covertness in operation is of utmost importance, reduction in transmission power 
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of the BS is necessary. This will reduce d sen sor, but at the same time it will also 
reduce d rx . In this section, we derive the theoretical attenuation, G att , necessary 
for the transmission power and the corresponding d rx such that d se nsor is reduced 
to 3 km. This will allow the ground observer to be able to detect the adversary’s 
sensor and carry out necessary counter-measures to maintain covert operation. 
It is assumed that MRC, directional antenna, polarization and environment 
transmission shielding have been applied. G att is also based on RedMax Base 
Station AN-100U system specifications in [8]. 

Using equation (6), the power received by the intended receiver at a 
distance d rx i when the amount of power transmitted by BS is P BS i, is expressed 
as 

Pr *i £4i ) [dBm] = P ?s1 [dBm] -PZ.„i C4i ) [dB] (21) 

Similarly, power received by the intended receiver at a distance d rx2 when 
the amount of power transmitted by BS is P B S 2 , is expressed as 

Prx 2 Vrx 2 ) [dBm] = P BS2 [dBm] - PL rx2 (d rx2 ) [dB] (22) 


If Pbs 2 [dB] is equal to 

p BS2 m = p BS ,m+G att m ( 23 ) 

and 

P„ 1 (rf„ 1 )[dB] = P„ 2 (tf„ 2 )[dB] (24) 

then, substituting equation (23) and equation (24) into equation (22) gives 

G atf [dB] = PL rx2 (d rx2 )[dB\-PL rx , </ w1 ) [dB] (25) 

Using equation (3), equation (25) is simplified to 
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G, # [dB] = 10/7logf%i 

l d o 

( d 

= 10/7 log —^ 

V d rx 1 

drxi is the maximum operating distance of the BS, while d rX 2 can be expressed in 
terms of a ratio to ensure d se nsor = 3 km. 

d„ 2 =-^=x3km (27) 

^sensor 

In this analysis, RedMax Base Station AN-100U is used, hence, d rx i is 40 
km. Therefore, equation (26) can be expressed in terms of d rx /d sen sor as follows; 



G a JdB] = 10/7 log 



(28) 


With equation (28), the reduced maximum operating distance ( d rx _ re duced ) and the 
corresponding G att needed to reduce d se nsor to 3 km is as tabulated in Table 15. 



Table 15. Reduced maximum operating distance ( d rx _ re duced ) and its 
corresponding G att needed to reduce d se nsor to 3 km for n = 3, 4 and 5. 
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III. STRATEGIES FOR ANTI-JAMMING OF IEEE 802.16A 


A. DEFINING ANTI-JAMMING CAPABILITY 

In the previous chapter, strategies in achieving LPD were discussed and 
in the event that LPD fails, the adversary will proceed to jam the detected BS. At 
this point, maintaining LPD is no longer a concern since the BS has been 
detected. The concern is, with SS transmitting at a distance of d B s_ss away from 
the BS, how far must the jammer be from the BS ( dssjammer ) in order for its 
jamming effort to be effective. In this thesis, we will assume adversary’s jammer 
uses noise-jamming technique. This is illustrated in Figure 16. 



The closer the jammer has to be to the BS for effective jamming, the 
better the AJ capability. To quantify the effectiveness of the AJ strategy, it is 
suggested that if d BS ^ ammer <0.5d BS ss , then the AJ strategy is considered 

“Good.” On the other hand, if d BS _j ammer > d BS ss , then the AJ strategy is 

deemed “Poor.” The intermediate distance is considered “Fair” AJ strategy. The 
definition can be summarized in Table 16. 
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^ BS jammer 

Anti-Jamming Strategy 

dBS_SS 


From 

To 

Good 

0 

0.49 

Fair 

0.5 

0.99 

Poor 

1 

00 


Table 16. Definition of anti-jamming strategy. 


B. 


THEORETICAL APPROACH 


Signal-to-jamming ratio ( SJR ) can be defined as the ratio of signal power 
(P s ) to jamming power (Pj). This can be simply expressed as 


p 

SJR = — 


(29) 


The received SS signal power at the BS can be expressed as 


P s = 


E!RP SS Gbs ss 


' And a ' 

2 

d BS SS 

v T ) 


l d o J 


(30) 


where d 0 is the reference distance, A is the wavelength transmitted, EIRPss is 
the effective isotropic radiated power of the subscriber station (SS), Gbs_ss is the 
BS receive antenna gain from the perspective of the SS, d B s_ss is the distance 
from the BS to the SS and n is the path loss exponent which has the values as 
described in Table 5. 


Similarly, the received jamming power at the BS can be expressed by 


p j = 


FIRP F 

*— ,r ' ' jammer ^BS jammer 


' And 0 ^ 

2 

(d > 

BS jammer 

v A y 


l d o J 


(31) 
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where d 0 is the same reference distance, A is the wavelength transmitted, 
EIRPjammer is the effective isotropic radiated power from the jammer, G B sjammer is 
the BS receive antenna gain from the perspective of jammer, dBsjammer is the 
distance from the BS to the jammer, n is the path loss exponent and 8 is the 
proportion of the band interfered. 


Substituting equation (30) and (31) into equation (29), and simplifying it 
gives the SJR received by the BS, 




(d 'j 

BS _Jammer 

n 

E/RP SS ) 

( R \ 

BS _ SS 

v d BS _55 ^ 


EIRP 

\ 7 7 ' 'jammer y 

\ ^BS _jammer y 


(32) 


The SJR required by the system can be expressed as the product of bit energy- 
to-jamming density EtJN, and bit rate-to-bandwidth ratio Rt/B, 


(SJR) 


required 




IvJ 

{ B) 


(33) 


Assuming (SJR) bs equals (SJR) ^, then equating equation (33) to (32), 
d B s jammer can be expressed in the following equation: 

5 ,» 


dBS _Jammer ~ dBS _SS 


\ N i J 


B 


f ElRP. ^ 

jammer 


E/RPc 


SS J 


BS _ jammer 


'BS SS 


_SS J 


From equation (34), the AJ capability of IEEE 802.16a can be evaluated 
based on the dBsjammer■ The closer the jammer has to be to the BS in order to 
deliver sufficient jamming power such that the BER of the BS falls below 10" 3 , the 
higher the AJ capability. Conversely, the smaller the d rx jammer value the better. 


The parameter 8 can be expressed in terms of partial band interference 
( PBI ), where 200 sub-carriers were considered in [2] 


PB/ 

200 


(35) 
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For this thesis, Rb and B will be taken as constants. From Figure 17, 
where 8 = 1, it can be established that for a higher R b , a higher Et/N is required 
to maintain BER of 10" 3 . 



Figure 17. Probability of bit error versus Et/N-, with Eb/N 0 = 20 dB in the presence 

of interference without MRC application (£ = 1). 

Taking a conservative approach, we will use a higher data rate of Rb = 54 
Mbps to analyze the 16-QAM AJ performance. The corresponding bandwidth (B) 
will be taken as 20 MHz, where the typical bandwidth for raw bit rates of 
approximately 48.4 Mbps in accordance with [15]. 

Therefore, the strategy to enhance the AJ capability of IEEE 802.16a is to 
explore increasing EIRPss, decreasing required Eb/Ni and decreasing 

GbSJ ammer/G bs_SS- 


40 


























C. EIRPss VERSUS EIRPjamming 


For the IEEE 802.16a application in military operations, minor 
modifications should always be carried out to address the different operating 
environments. In consideration of a jamming signal coming from an aircraft, the 
ground system will always have an advantage as it is not limited by the power 
supply, provided that a power amplifier has been incorporated into the system 
design and appropriate modification has been carried out to the antenna to 
increase the maximum allowable input power. 

Though power supply availability on the ground is relatively unlimited 
compared to the availability of power supply on aircraft, it does not necessarily 
mean that transmission by the SS can be unlimited too. This is because the 
complexity of the antenna and amplifier design increases with the requirement to 
transmit more power. Furthermore, the high-power devices are known to 
deteriorate faster and hence less reliable. There is also the complexity of 
managing the hazardous emission radiation to personnel (HERP), hazardous 
emission radiation to ordnance (FIERO) and hazardous emission radiation to fuel 
(HERF) issues. 

Therefore, with the modification carried out to the SS, a reasonable and 
fair assumption would be that the EIRP deliverable by the jammer is equal to the 
EIRP deliverable by the SS. With this assumption, EIRPj ammer /EIRP S s is set to 1. 

D. ANTI-JAMMING WITH APPLICATION OF MRC TO IEEE 802.16A 

In this section, the BS received antenna gain from the perspective of the 
SS and the jammer are assumed to be the same, G B sjammer/G B s_ss = 1 and using 
the assumption of ( EIRPj ammer /EIRPss) = 1 from the previous section, substituting 
the constants into equation (34) gives 
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1 


d 


BS _ jammer 



1 " 

S 


(36) 


= d 


BS _SS 



f E. ^ 

1 

2.7 





s 


From Figures 18, 19, 20 and 21 from [2], the 
probability of bit error of 10" 3 , when PBI equals 25, 
found respectively. 


Et/Nj for different MRC at 
50, 100 and 200, can be 



Figure 18. 54 Mbps, PBI = 25, Probability of bit error versus Et/Nj with Et/N 0 = 20 

dB in the presence of interference from [2], 
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Figure 19. 54 Mbps, PBI = 50, Probability of bit error versus Et/Nj with Et/N 0 = 20 

dB in the presence of interference from [2], 



Figure 20. 54 Mbps, PBI = 100, Probability of bit error versus Et/Nj with Et/N 0 = 

20 dB in the presence of interference from [2], 
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Figure 21. 54 Mbps, PBI = 200, Probability of bit error versus Et/Nj with Eb/N 0 = 

20 dB in the presence of interference from [2], 

Figures 18, 19, 20 and 21 indicate that when MRC is not applied (MRC 1) 
or when MRC 6 is applied, it is ineffective against interference. For other higher 
order MRC, the Et/N, results in dB can be tabulated against various MRC. Table 
17 summarizes the results. 
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(E b 

u 

\ 

dB 

) 

PBI = 25 

PBI = 50 

PBI = 100 

PBI = 200 

MRC 12 

18.7 

15 

20 

20.2 

MRC 24 

8 

8.3 

12.8 

14.3 

MRC 48 

4 

6 

9 

12 

MRC 96 

2 

3.8 

6 

9.8 

MRC 192 

1.5 

3.8 

6 

9 


Table 17. Ratio {Et/Nj) dB required at various MRC and at various level of 

interference level. 


From equation (36), dssjammer/d bs_ss can be tabulated for the various MRC 
when PBI equals 25, 50, 100 and 200 in specific operating environments. Tables 
18,19 and 20 give the result when n equals 3, 4 and 5 respectively. 
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d BS _Jammer 
d'BS _SS 

PBI = 25 

PBI = 50 

PBI- 100 

PBI = 200 

MRC 12 

11.70 

6.99 

8.14 

6.56 

MRC 24 

5.15 

4.18 

4.69 

4.17 

MRC 48 

3.79 

3.50 

3.50 

3.50 

MRC 96 

3.25 

2.96 

2.78 

2.95 

MRC 192 

3.12 

2.96 

2.78 

2.78 


Table 18. Ratio d B s_ jamme/d bs_ss for various MRC when n = 3. 



d BS _Jammer 
dBS _SS 

PBI =25 

PBI =50 

PBI- 100 

PBI =200 

MRC 12 

6.33 

4.30 

4.82 

4.10 

MRC 24 

3.42 

2.92 

3.18 

2.92 

MRC 48 

2.71 

2.56 

2.56 

2.56 

MRC 96 

2.42 

2.26 

2.15 

2.25 

MRC 192 

2.35 

2.26 

2.15 

2.15 


Table 19. Ratio d B sjammer/d B s_ss for various MRC when n = 4. 


46 






























dBS _Jammer 
dBS _SS 

PBI = 25 

PBI =50 

PBI- 100 

PBI =200 

MRC 12 

4.37 

3.21 

3.52 

3.09 

MRC 24 

2.67 

2.36 

2.53 

2.36 

MRC 48 

2.22 

2.12 

2.12 

2.12 

MRC 96 

2.03 

1.92 

1.85 

1.92 

MRC 192 

1.98 

1.92 

1.85 

1.85 


Table 20. Ratio cfes jammer/dBs_ss for various MRC when n = 5. 


The majority of the results indicate that the jammer is able to effectively 
jam the BS at a distance further than the SS. This implies that jamming can be 
carried out uninterrupted against friendly forces. Hence, applying MRC alone is a 
“Poor” strategy against jamming. 

E. APPLICATION OF MRC WITH DIRECTIONAL ANTENNA 


In the previous section, the assumption that (Gesjamme/Ges.ss) = 1 was 
made. This is true if an omni-directional antenna is used at the BS. In this 
section, MRC application will be coupled with directional antenna. The directional 
antenna in use is assumed to be in conformance to ETSI EN 302 085 vl.1.1 
class TS3 for range 2 operating frequency. Therefore, the SLL[dB] is at least -20 
dB. Therefore, {G B sjammer/G BS _ss) = 0.01 and equation (36) becomes 


' BS _Jammer 


= d 


BS 


1 




754 ^ 

1 1 

( 1 ) 

_ss 

UJ 

UoJ 

vv 100 J 


1 


(37) 




























From equation (37), dss jamme/d bs_ss can be tabulated for the various MRC 
when PS/equals 25, 50, 100 and 200 in specific operating environments. Tables 
21,22 and 23 give the results when n equals 3, 4 and 5 respectively. 



^ BS _ jammer 
dBS_SS 

PBI = 25 

PBI = 50 

PBI- 100 

PBI = 200 

MRC 12 

2.52 

1.51 

1.75 

1.41 

MRC 24 

1.11 

0.90 

1.01 

0.90 

MRC 48 

0.82 

0.75 

0.75 

0.75 

MRC 96 

0.70 

0.64 

0.60 

0.64 

MRC 192 

0.67 

0.64 

0.60 

0.60 


Table 21. Ratio dss jammer/d bs_ss for various MRC with application of 

directional antenna at n = 3. 
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^ BS _ jammer 
dBS_SS 

PBI = 25 

PBI = 50 

PBI- 100 

PBI = 200 

MRC 12 

2.00 

1.36 

1.52 

1.30 

MRC 24 

1.08 

0.92 

1.01 

0.92 

MRC 48 

0.86 

0.81 

0.81 

0.81 

MRC 96 

0.76 

0.71 

0.68 

0.71 

MRC 192 

0.74 

0.71 

0.68 

0.68 


Table 22. Ratio dss jammer/d bs_ss for various MRC with application of 

directional antenna at n = 4. 



^ BS _ jammer 
dBS_SS 

PBI = 25 

PBI = 50 

PBI = 100 

PBI = 200 

MRC 12 

1.74 

1.28 

1.40 

1.23 

MRC 24 

1.06 

0.94 

1.01 

0.94 

MRC 48 

0.88 

0.84 

0.84 

0.84 

MRC 96 

0.81 

0.76 

0.74 

0.76 

MRC 192 

0.79 

0.76 

0.74 

0.73 


Table 23. Ratio dss jammer/d bs_ss for various MRC with application of 

directional antenna at n = 5. 


With the application of a directional antenna and MRC, two observations 
were made from the results in Tables 21, 22 and 23. The first observation was 
that MRC 12 and 24 basically gave “Poor” AJ performance, while MRC 48 and 
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above gave “Fair” AJ performance indicated by the yellow cells. The second 
observation was that when a directional antenna is coupled with MRC 48 and 
above, there is little change in the dss jamming/d bs_ss ratio when PBI varied from 25 
to 200 for a particular n value. 

Though the AJ capability for MRC 48 and above indicated “Fair” 
performance, it is an acceptable performance considering the extent of the 
bandwidth that can be jammed. From the second observation, MRC 48 is a 
better option for AJ capability since the improvement is small for MRC 92 and 
192, which compromises significantly on the bandwidth. 

Nonetheless, it should be noted that MRC 12 and 24 should be avoided as 
the results indicated that it has “Poor” AJ capability. 
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IV. CONCLUSION 


A. SUMMARY 

This thesis has briefly explored the concept of MRC and results of this 
methodology were extracted from previous work in [1] and [2], MRC provides a 
form of processing gain to the intended receiver or SS and was incorporated into 
the objective of deriving the strategy to achieve LPD and AJ capability. 
Nonetheless, it should be noted that this processing gain comes at a cost in 
bandwidth. 

To ascertain the achievement of LPD capability, the LPD performance is 
quantified into three levels: Poor, Fair and Good, in accordance with its ability to 
maintain the operating transceiver’s maximum specified range while limiting the 
adversary’s sensor detection range to 3 km through application of MRC, 
directional antenna, polarization mismatch and smart usage of the terrain as a 
transmission shield. It was found that the majority of the results indicated “Poor” 
LPD performance. However, it should be noted that the results were derived 
based on conservative assumptions. Better results could probably be achieved 
using better SLL antennas and higher polarization mismatch values. Given the 
conservative assumptions, detection range can still be reduced to 3 km such that 
a ground observer will be able to visually detect the adversary’s sensor and carry 
out necessary counter measures to maintain the covert operation. A reduction is 
transmission power was suggested, but this would inevitably reduce the 
maximum operating range between the BS and the intended receiver. 

To ascertain the achievement of AJ capability, the AJ performance is 

similarly rated at three levels: Poor, Fair and Good, in accordance with the 

distance at which jamming is most effective. The nearer the distance to the BS, 

the better the AJ capability. The strategy evaluated in this thesis proposed to 

modify the IEEE 802.16a SS transmission setup with a power amplifier, 

application of MRC methodology and utilization of a directional antenna. The 
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results indicated that MRC 12 and 24 provided “Poor” AJ capability while MRC 
48 and above provided “Fair” AJ capability. MRC 48 is also considered a better 
option for AJ capability since the improvement is small for MRC 92 and 192, 
which also compromise significantly on bandwidth. Though the AJ capability for 
MRC 48 and above was considered to be “Fair,” it must be highlighted that the 
previous study [2] indicated that IEEE 802.16a is very susceptible to jamming 
without any application of MRC. Hence, this improvement is reasonable and 
acceptable. 

B. FUTURE WORK 

In the current application of MRC methodology, only a single-receiver 
system is considered. Coupling MRC along with a multiple-receive antenna 
OFDM system, mentioned in [3] and [16], may improve the gain of the intended 
receiver. Hence, this should be explored further. 

Real life jammers usually employ voltage tunable power oscillators that 
are frequency modulated by baseband noise and a periodic waveform. The 
pseudo noise response of a receiver to such a jamming signal depends upon 
both the bandwidth of the baseband noise and the shape and frequency of the 
periodic waveform. A Gaussian noise quality measure (GNQ) can be defined by 
comparing the probability density function (PDF) of the pseudo noise jamming 
signal at the receiver output with the PDF of a true Gaussian waveform. It would 
be interesting to study the GNQ of a real life jamming signal applied to a IEEE 
802.16a receiver. The study could include exploring the jammer parameters that 
can optimize the jamming effectiveness against an 802.16a receiver. A 
reference on this is J. B. Knorr and D. T. Karantanas, "Simulation Optimizes 
Noise Jammer Design", Microwave Journal, pp. 273-277, May 1985; also a 
thesis by Karantanas. 

Most results derived in this thesis are heavily dependent on log-distance 
path loss model, which is a path loss estimation technique. Hence, another 
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possible area of future work would be to proceed with the validation of the 
theoretical results established in this thesis through actual testing. 
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